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ABSTRACT curity level. Whereas, NWD states that a subject cannoewoiin

A multilevel security (MLS) system has two primary goalssfijr
itis intended to prevent unauthorised personnel from aiicgsn-
formation at higher classification than their authorisatiSecond,

it is intended to prevent personnel from declassifying finfation.
Using an object-oriented approach to implementing MLS Itssu
not only with the problem of code scattering and code taggliit
also results in weaker enforcement of security. This weaker
forcement of security could be due to the inherent desigrhef t
system or due to a programming error. This paper presentsea ca
study examining the benefits of using an aspect-orientegrano-
ming language (namely AspectJ) for MLS. We observe thataspe
oriented programming offers some benefits in enforcing MLS.

1. INTRODUCTION

Multilevel security (MLS) [3] was developed by the US miliya
in the 1970’s to allow users to share some information witttede
classes of user while preventing the flow of sensitive infatiom to
other classes of user. MLS achieves this by labelling dataelas-
sifications and assigning fixed clearances to users. Thioredaip
between the classifications and clearances are used tanileter
if access by a user to data is permitted or disallowed. Naiée th
the terms “clearance” and “classification” in the contextrilitary
systems refers to the security levels top secret, secnefidential
and unclassified. For example, a secret military plan wikehdif-
ferent levels of information that correspond to variouskean

MLS, once thought only to be significant to military systeraslso
used in other domains like trusted operating systems, amgidn
applications, where administrative users can set mudilpulicies
on their applications, thereby providing a fine grained caimn

the community users.

The Bell-LaPadula security model (BLP) [3] is a formalisatiof
MLS. BLP defines two rules which, if properly enforced, haeei
mathematically proven to prevent information at any giveous
rity level from flowing to a “lower” security level. These rd are
called No Read Up (NRU) and No Write Down (NWD). The NRU
rule states that a subject cannot read an object that haserlsg-

object that has a lower security level.

To enforce MLS in a system, access control involves threiiesit
an object (the entity to which access is requested), a suftfex
entity requesting access) and a reference monitor [1]. thege-
sponsibility of the reference monitor to check whether gaacess
by the subject to an object is validated by the rules (i.e. Bt up
by the MLS. To help in taking this decision, an object is ass@ja
classification and the subject is assigned a clearance.

Object-Orientation is an attractive approach to impletimgrnLS
because objects are a natural way to represent system dateetin
defined interfaces are a natural place to enforce accessegow
there are several serious problems with this approachtlyies
object-oriented approach to implementing MLS can resuttade
tangling and scattering if access control is manually ieskmto
methods that read or write to sensitive objects. Althougtepas
such as the Proxy pattern can be used to structure objestted
programs so that access control code is localised theretifire s
maintenance problems because the relationship betwegmdkge
and its object must be maintained at all times to preventgealof
a pointer allowing uncontrolled access. More seriouslyplject-
oriented approach does not provide any support for pravgilie
introduction of security holes through poor design or basypam-
ming. In other words, object-oriented programming doessoipt
port programmers in achieving stronger enforcement ofritgcu

The aspect-oriented [10] approach is often perceived asman i
provement over the conventional object-oriented appraadeal-
ing with the issues of code tangling and crosscutting. Mosvtip
ous work on implementing security using AOP have focusedupo
the concerns of reducing tangling and crosscutting [10, T2js
paper describes how an AOP language (in particular Asp@ctJ [
9, 10]) can actually go further to achieve stronger enforenof
MLS.

2. MOTIVATION

Figure 1 shows the class diagram of a payroll system with MLS.
The payroll system is used by administrators and managénmscdo
employee information, salary details, hourly rate etc. & heart

of the diagram is the PayrollSystem class, this implemeumnts-f
tionality for adding new employees (Employee), changingirth
hours worked (Workinfo) and changing their hourly rate (R&g).

It is assumed that users of varying clearances access thellpay
system and we want to control information flows between them.
Note that we are not concerned with the problem of maintginin
the integrity of the system — this would require the enfoream



Workinfo
- hrsWorked : double
+ setHrsWorked() - weeklyPay : double
+ viewWorkDetails() + setPayDetails()
n o + viewPayDetails()
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Payinfo
- hourlyRate : double
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Employee

- name : string

- workList : WorkiInfo

- payinfo : Paylnfo

+ setPayDetails()

+ setHrsWorked()

PayrollSystem
- empList : Employee
+ addEmp() 1 n
+ addWorkDetails()
+ setPayDetails()
+ viewEmployee()

Figure 1. Classdiagram of a payroll system

of a BIBA-style policy [4].

Consider a scenario where there are two types of users with di
ferent rights: managers and employees. Managers are dlltawe
view all information in the system, while employees can oniéw

the non-sensitive information contained within the Empleglass.
Using BLP to enforce this requires setting up the system exrel
ances and classifications as follows: Employee instanassr
signed a “low” classification, Workinfo and PaylInfo are gesid
“high” classifications, managers are assigned “high” eeaes and
employees are assigned “low” clearances.

With this particular choice of classifications and cleaswe can
see that our access requirements described above areesaltigfi
enforcement of the BLP policy. The NRU rule restricts empley
to reading Employee objects because all employees havacts
lower than the classifications of all objects except for Eogpe
objects. While the NRU allows managers access to all objests
cause the manager’s “high” clearance is equal or higherahaine
classifications of all the other objects in the system. Furttore,
information cannot be passed by managers to employeesdgecau
managers are prevented from writing to objects that can ae re
by employees (namely the Employee objects) by applicatidheo
NWD rule.

An object-oriented approach to implementing the payrofitam

abstract aspect BLPPolicy {

abstract pointcut read(Qbject 0);
abstract pointcut wite(Qhject 0);

/1 No Read Up (NRU)
bef or e( Gbj ect 0) read(o) {
int oc = classification(o);
int sc = clearance(Thread.current());
if(sc < oc & sc != TRUSTED) {
t hrow new SecurityException();

H}

/1 No Wite Down (NWD)
bef or e( Obj ect 0) wite(o) {
int oc = classification(o);
int sc = clearance(Thead. current());
if(oc < sc & sc != TRUSTED) {
t hr ow new SecurityException();

H}

abstract int clearance((Chject 0);

abstract int classification(Object 0);
1}

Figure2: The generalised BL PPalicy aspect.

gramming offers such an approach and, we argue, can provide a
stronger enforcement of security than is possible througiven-
tional Object-Oriented Programming. This stems from thut thaat
AOP languages allow quantification over a sefah points. For
example, we can capture all reads and writes to a given sdi-of o
jects automatically using fieldet andget pointcut designators
(as in AspectJ). Once we intercept a field read or woispoint,

we can uséefore advice to perform the authorisation. This way,
we avoid having to manually identify which accesses neeblcaut
risation. This guarantee provided by the quantificatiorpprty of
aspect-oriented languages is very difficult to achieveaditional
object-oriented languages.

An AspectJ implementation of the BLP policy for the payrglés
tem is shown in Figures 2 and 3. The two rules of the BLP model

would be to define a component that behaves as a reference mon@ré €ncoded in an abstract aspect, where the conceptsgeamtin

itor. This would take three arguments: the user’s clearaacget
object’s classification and whether the requested actiarréad or
write operation. The reference monitor is responsible &miding,
based on the BLP rules, whether or not the user is authorsacHt
cess the object. For this to work, the programmer must eithsert
access control code in all methods that read or write theepred
objects (e.g.set PayDet ai | s() ); or create proxies containing
the access checking code for the protected objects. Eitagr w
he/she musmanually identify those methods which need access
control. This, of course, leaves open the possibility ofypaonmer
error — that some method may read/write a protected objebt wi
out access control simply because the programmer missguhie
humans are fallible, we believe it follows that an objedented
approach is an inherently error prone way of enforcing MLS.

The problem is that we want code to be generated and added auto

matically based upon a declarative specification that defivieat
is a controlled information flow. Ideally this would be as fine
grained as possible to allow greatest control. Aspecty®eikPro-

writing are represented, but left unspecified. In this wiag, fiolicy
can be (re)used simply by extendiBi.PPol i cy and declaring
these concepts appropriately (as done in Figure 3). In thpeim
mentation, we have simply uséadht eger s for the clearance and
classification values; a more general approach might bedans
(abstract) lattice which the user would define appropatdlhe
use of the specialRUSTED status will be discussed later.

Our implementation shares some similarity with the AspétiJ
plementation of the Subject-Observer protocol [7]. Onéediince
is that we have not made the roles (i.e. subject and objeptjcéx
using interfaces as role markers (as done in [7]). This wbalee
simplified our pointcut definitions to some extent. Howewer;
like application classes, AspectJ does not allow systessemto
be madified, forcing us to use the somewhat less elegant agipro

3. CASE STUDY: FTP SERVER

This case study focuses on implementing MLS in a non-tri@pt
prox 20 classes), third-party application called jFTPd [jis im-



aspect Payrol |l Policy extends BLPPolicy {

poi nt cut

(get (+
get (*

read( Cbj ect 0)
Workinfo.*) || get(* Paylnfo.=*) ||
Enpl oyee. *)) && target(o0);

poi nt cut
(set(*
set (*

wite(Ohject o)
Workinfo.*) || set(* Paylnfo.x*) ||
Enpl oyee. *)) && target(0);

int
/1
/1
}
i nt
/1
1}

cl earance(Obj ect 0) {
| ookup thread cl earance, possibly
resulting in user authentication

classification(Object o) {
| ookup obj ect classification

Figure3: Thepayroall system’s security palicy.

plements an ftp server and we chose this as a case study é&akev
reasons:

e An FTP server is a good example of an application requir-
ing MLS enforcement. Users can read (download) and write
(upload) files to the ftp server. Confidentiality needs to be
taken care of to ensure secret files are only read by users
with proper clearance. Likewise, users must be prevented

from downgrading a file’s classification (accidentally dn-ot
erwise).

e jFTPd is implemented in the object-oriented paradigm and

has a built-in (albeit basic) security policy. This allovesrse
comparison with the AOP implementation of MLS.

e jFTP is a third-party application with sufficient complexit
that it might expose any limitations on the reusability of ou
abstract BLP policy aspect.

3.1 Overview of JFTPd

JFTPd is a Java implementation of an FTP server. jFTPd isimult
threaded, so many users can connect and transfer files amault
ously. Figure 4 shows the original class diagram of jFTPdr Fo
clarity, only classes concerning the access control fotingrior
reading files and basic ftp authentication are shown. The olass

is FTPHandler which takes care of incoming connection setup re-
quests. For every requedtTPHandl er creates a new thread
(i.e. FTPConnect i on) and assigns the incoming connection to
it. This services all FTP commands from the client by deliegat
them to thedoConmmand( ) method (inFTPConnect i on). This

in turn delegates onto a number of command-specific prougssi
methods.

FTPConnect i on maintains a session for each connected user

(i.e. FTPUser ) and an object (i.e=TPSecur i t ySour ce)which
acts as a reference monitor containing the access cong. lo
Calls to this are scattered throughout the methodsI&fConnect i on
to restrict certain types of access. Specifically, users omdy ac-
cess files in their home directory, whilst the anonymous usay

be allowed (depending upon the configuration) certain actes
files in the anonymous directory.

«interface»
Runnable

FTPConnection

FTPHandler

1 1

FTPUser FTPSecuritySource

Figure4: Original structureof jFTPd

3.2 Aspectd implementation

Our AspectJ implementation of the MLS security policy preds
as before, by extendinBLPPol i cy. The goal is to intercept
all read and write operations to perform the required aigher
tion checks. But, what are the read and write operationsis th
case? In the previous example, the objects (object as in Mie&)
Enpl oyee, Wor kI nf 0 andPay| nf o instances, while the sub-
jects were threads. In this case, however, the objects asedild
the subjects instances BT PConnect i on. Therefore, instead of
using fieldset or get pointcuts to capture read or write opera-
tions, we must intercept all attempts to read or write files.

Figure 5 outlines the implementation. Several details Hzaen
omitted for brevity. The read and write pointcuts are defiired
terms of the Java standard library calls for reading andingrit
streams. We must intercept on, for exampleput St r eamrather
thanFi | el nput St r eam otherwise, accesses to an instance of
the latter with a static type of the former will be missed. Wiz
read or write to some stream type is intercepted, we havesacce
to the stream object in question. From this, we must determin
the true subject (i.e. the actual file being manipulated)fotin-
nately, the Java APIs do not permit this directly (e.g. weogeinot
get back a file name from an instanceFofl el nput St r eam).

To overcome this, we intercept the creation points of thesams
and manually associate with them the file name in question.

Threads other than instancesFafPConnect i on are regarded as
having system/administration roles and given the sp@&aISTED
status (see Section 4.5 for more on trusted subjects). Wheada
or write operation is intercepted, we must determine the sub-
ject (i.e. the user) in order to determine the appropria¢areince
level. This information is maintained ByTPConnect i on as part
of the original implementation. However, as outlined inig 4,
instances ofF TPConnect i on implement theRunnabl e inter-
face (rather than extendinbhr ead). This poses a problem as,
although we can determine the thread responsible for aweisel/
operation vialhr ead. cur r ent Thr ead() , the Java API again
provides no way to obtain the instanceFdfPConnect i on it is
associated with. As before, we overcome this by intercgptne-
ation points forFTPConnect i on objects and maintaining their
thread associations explicitly.

4. DISCUSSION

In this section we discuss our approach’s granularity oftrmbn
how authentication is accommodated, the problems of cobhar-
nels, how improved modularity and maintainability are aegkd,



public aspect JFTPdPolicy extends BLPPolicy {
Map<Obj ect, String> objects = ...;
Map<Thr ead, FTPConnecti on> subj ects = .. .;

poi ntcut read(Object o) target (o) &&
(call (* InputStreamread*(..)) ||
call (» Reader.read*(..)) ||

L]

poi ntcut wite(Object o) target (0) &&
(call (* QutputStreamwritex(..)) ||
call (» Witer.writex(..)) ||

L]

/] *x+x OBJECT intercepts **x

after(String s) returning(Object 0): args(s)
call (FilelnputStreamnew(String)) {

obj ects. put(o,s);

}

after(File f) returning(Object 0): args(f)
call (FilelnputStreamnew(File)) {

obj ects. put (o, f.getName());

}

/1 other object creation intercepts

/1 *xx SUBJECT intercepts **x

aft er (FTPConnection f) returning(Thread t)
cal | (Thread. newm Runnabl e)) && args(f) {

subj ects. put(t,f);

}

/1 other subject creation intercepts

[l *++ BLPPol ocy nethods *=*x*

int clearance(Object o) {

FTPConnection f = subjects.get(0);

if(f == null) { return TRUSTED; }

el se {
String user = f.getUser().getUsernane();
... Il lookup clearance for "user"

1}

int classification(Ooject o) {
String file = objects.get(0);
if(f == null) { return TRUSTED; }
el se {
... Il lookup classification for "file"
1}

Figure5: An AspectJ-based ML S security policy for jFTPd.

the issue of trusted subjects and how to appropriately keasetiu-
rity failures.

4.1 Granularity of Control

In the case study we enforced security by intercepting systls
rather than application calls. For example, we intercefitedeads
and writes rather than defining a read or write pointcut theri
cepted application methods related to file access. The berfefi
our system call approach is we get complete assurance tegt ev
read or write operation on a file has been validated by foligvthe
rules of No Read Up and No Write Down. Thus, we are not affected
by the introduction of new application-level methods besestlhese
will use system calls to interact with the file system andefae

will be constrained by the BLP security policy. However, we a
affected by changes to system classes that introduce neensys
calls. For instance, any newly introduced system API thalde
with the reading or writing to files needs to be reflected ingke
isting pointcuts used to control access to system classesever,

we consider this to be less of an issue than the problems of tra
ditional object-oriented languages, for several reaséinsly, it's
unlikely that system APIs will change frequently: secondhere

are fewer things which need to be identified by the programmer

4.2 Authentication

In the case study we used existing jFTP authentication nmising
to ensure that users are authenticated before making &étion
decisions. An open question is how to implement authemicat
within our framework. For example, should authenticatierireated
as a separate aspect or part of the authorisation aspecisedités
a fundamental precondition for proper application of a s&cpol-
icy? The advantage of a separate aspect is that autheoi catiild
be easily plugged in and out, for example we could swap a bgal
thentication mechanism for a federated authenticatiorhar@sm.

4.3 Covert Channels

Our current implementation does not address the problerovefrt
channels, that is information flows that are not controllpd kecu-
rity mechanism. For example, a jFTP user with a “high” cleam
could communicate with a user with a lower clearance by ereat
ing files with a “high” classification whose existence can bers
but the contents not read. This could be used to signal irdtom
read by the user with a higher clearance to the user with tierlo
clearance. To address this we could extend our implementtdi
hide the existence of files that cannot be accessed by thenturr
user.

Another type of covert channel might arise if there are imfar
tion flows not intercepted by our pointcuts. For example,hia t
case study we concentrated upon information flow via fileiread
and writing and assumed that no other information flows betwe
threads was possible. However, what if we were wrong? Tisread
might have access to shared static fields and use these foniwom
nication. There are at least two solutions. We could use Some

of static analysis to determine that flows between threduks than
the ones we are dynamically checking do not occur. Unfotaipa
this might not be practical for all programs because of cexip}.
Alternatively, we could implement some form of dynamic pein
cut for inter-thread information flow. This might be realizby
intercepting all state changes (including variable resds#s and
parameter passing) and enforcing BLP. The disadvantagkiof t
approach is the cost of intercepting all state changes. kenvi
may be possible to use it in conjunction with a more conséahin



form of static analysis to ensure enforcement is added ohigrev
threads may communicate with each other rather than thoaigh
the application.

4.4 Modularity

By having the MLS access control logic in an aspect suppbds t
well known AOSD notion of improved modularity and maintain-
ability. This also makes it possible to have multiple auigetion
aspects woven into the same base object. For example, irdjFTP
we could have a separate authorisation aspect executiagthé
JFTPdPol i cy aspect to give finer control over anonymous users.

45 Trusted Subjects

There are sometimes legitimate reasons to relax the BLRypoli
for some subjects. Consider a listener thread that recaiveslis-
patches requests to worker threads or a logging thread ploates

a range of application objects. These threads may need faterio
the BLP rules in order to function. Traditional MLS systenisw
this by introducing the notion of trusted subjects who atevwad

to violate the security rules.

In our case study this notion is satisfied because threads ththn
those associated with instancesFafPConnect i on are treated
as trusted. We believe these threads are worthy of thatdimgty

update are better than pointcuts tied to specific methodsvieel

to update files. This is an approach that was suggested byhWelc
and Stroud with respect to their implementation of MLS using
metaobject protocol[12].

6. CONCLUSION

In this paper, we have described an approach to incorpora® M
using aspects. In the case study, we used Aspect] to intdiaep
library calls in order to provide a strong enforcement of Mh@S-
icy. By following this approach, we reduce the burden on paioy
mers to correctly identify all the places in the code whetbatisa-
tion is required. This quantification achieved by Aspectifficult

to achieve in an object-oriented language.

We observe that even though the object-oriented paradigwides

a natural way to implement multilevel security, it falls shof pre-
venting security flaws caused by bad programming or poogdesi
In this paper, we have demonstrated how aspects, in coroparis
to object-orientation, can guarantee better securityrasse when
implementing multilevel security.
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